Applying Assurance Techniques to a Mobile Phone Application

Padmanabhan Krishnan
Sergej Hafner
Andreas Zeiser

Centre for Software Assurance
Bond University
Gold Coast, QLD 4229, Australia
Email: pkrishna@staff.bond.edu.au

Abstract

As wusers download applications to their mo-
bile phones, security is a critical issue. In this paper we
present a process for the security assurance of appli-
cations. It uses well identified vulnerability databases
and application development guidelines to identify po-
tential security issues. The identified issues are then
validated using black-box testing, unit testing code in-
spection and static analysis. This process is illustrated
using an application for the Android platform.

1. Motivation

Modern mobile phones are not very different from
desktop computers in terms of the range of applications
they can support. Various development platforms allow
anyone to develop an application for the mobile device.
However this raises the issue of potentially dangerous
(perhaps malicious) applications. As noted [I4] viruses
for mobile phones are a major issue as mobile phones
do not have standard virus checkers. These viruses typ-
ically exploit multimedia messages, instant messaging,
IP connections and web-browsing. The damage caused
can be as simple as draining the battery to actual
phone-jacking where the malicious software can make
any call.

Typical commercial platforms require some form of
“certification” for all applications. For instance, Sym-
bian and Apple require the application level code to
be signed by a trusted authority. The trusted author-
ity will perform the necessary checks to ensure that
the applications do not have any dangerous behaviour.
Android, which is the Open Handset Alliance’s plat-
form, requires the application to declare the resources

it will use in it’s execution. When the application is in-
stalled, the user can examine the list of resources and
then decide on whether to install the application. The
underlying operating system will prevent any unautho-
rised access to resources. A detailed study of the secu-
rity features in Android is described in [11]. A detailed
comparison between various environments is given in
5]

Although the Android platform provides a sandbox,
Symbian and Apple use certification to prevent mali-
cious impact on other applications, it is important to
develop an assurance framework that developers (or
certifiers) can use to determine the application satis-
fies the security requirements. It is this issue that we
address in this paper.

The importance of certification has been argued [13].
However, they also discuss the limitations of current
approaches (including certifying the actual code, limi-
tations of formal approaches, and the need for domain
specific techniques).

There are many published guidelines that pertain
to the security at the application level. The Build Se-
curity in Software Assurance Initiative (BSI https://
buldsecurityin.us-cert.gov/bsi/home.html) pro-
vides a general framework that addresses all aspects
of software development. Repositories like the CWE
(http://cwe.mitre.org) provide a set of identified
vulnerabilities in web applications. They also discuss
mitigation strategies. OWASP and OSVDB (http:
//osvdb.org/) are similar and provide reports for web
based systems and open source system respectively.
The Common Attack Pattern Enumeration and Classi-
fication (CAPEC) has been defined to assist in enhanc-
ing security throughout the software development life-
cycle, and to support the needs of developers, testers
and educators. This is sponsored by the Department of
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Homeland Security as part of the Software Assurance
strategic initiative of the National Cyber Security Di-
vision. The objective of this effort is to provide a pub-
licly available catalogue of attack patterns along with
a comprehensive schema and classification taxonomy.
As mobile devices have access to the Internet, on de-
vice databases etc., the usual application level threats
identified in CAPEC such as SQL injection, cross-site
scripting etc. have to be considered.

There are also language specific guidelines. For ex-

ample the Cert Oracle Secure Coding standard has
been published for Java https://www.securecoding.
cert.org/confluence/display/java/The+CERT+
Oraclet+Secure+Coding+Standard+for+Java.
These can be further specialised for specific plat-
forms . The Android developer’s guide (http:
//developer.android.com/guide/index.html) pro-
vides a framework for constructing an applica-
tion for the Android platform while organisations such
as iISEC Partners provide guidelines for application se-
curity for Android applications.

As with any assurance process a systematic testing
procedure is necessary. It is also important to docu-
ment the approach used. In this paper we report our
experience of carrying out an assurance process for an
application on the Android platform. We are not the
authors of the system so our exercise can be viewed
as a process of independent assurance. We expect such
assurance processes to replace simple certification pro-
cesses especially for applications that really need to be
trusted. Before we describe the details of our experi-
ence, we review some of the relevant assurance tech-
niques in the next section. In Section [3| the applica-
tion and the key steps of the assurance process are de-
scribed.

2. Background Work

While we have presented some of the practical guide-
lines used for assurance, in this section we review some
of the related research. Square [8] uses a risk based pro-
cess for the identification of security properties which
are related to business goals. Their principal focus is
on relating these issues back to the requirements. The
methodology has nine key steps. Their main contribu-
tion is a process to include security considerations at
the requirements phase in the software development
life-cycle. CLASP [I8] describes a process where the
various security related resources are identified. It ad-
dresses all the phases of the software development life
cycle (e.g., project management, pre-release testing).
Attack surfaces [6] are one way of identifying poten-
tial vulnerabilities in an application. This is related to

the identification of resources in CLASP. Manadhata
et al [7] describe a metric for measuring an attack sur-
face. As the paper focuses on the FTP daemon it uses
entry points, exit points, channels and untrusted data
in its measurement. They identify 14 attack classes in
Linux. They also use the damage potential to give a
weightage to the various resources.

Since we are interested in application security, man-
agement standards such as ISO17799 are not directly
relevant. The software engineering processes we have
identified earlier or standards such as NASA-STD-
8739.8 are more relevant. As certification of large sys-
tems beyond EAL3 using the common criteria is very
expensive [12], the lightweight certification process for
mobile phones described by Enck et al [4] is more suit-
able. Although the certification they describe is applied
only at the install stage the process can be generalised
to address many classes of security vulnerabilities.

In this paper we focus testing against known vul-
nerabilities. Although we try to be process agnostic,
we adapt the key aspects of the CLASP process. This
is mainly because it is directly relevant to our work
in identifying the resources and their interactions. The
identification of resources is important to describe the
attack surface [6]. We have extended the resources iden-
tified in [7] as part of the attack surface to suit our ap-
plication domain. Enck et al [4] suggest the process that
identifies the assets, the requirements, security goals
and threats, develop the asset’s security requirements
and finally determine the security mechanism’s limita-
tions. The key difference is that Enck et al [4] define
rules that can be used to determine quickly if an appli-
cation is malware while our process is a detailed tech-
nique to assure a given application. So we do not use
any of rules used in their certification process.

In this paper we rely on published repositories to
prioritise the potential vulnerabilities. So we have not
relied on any business case of our application to calcu-
late the actual risk to operations.

3. Case Study

The application we consider is one that controls the
communications of the user. That is, the applications
does not allow anyone to make or receive a call to/from
any user. This application is representative of other
applications (e.g., mobile phone based banking) which
have stringent security concerns.

There are two subsystems in this application. The
first aspect is the security manager while the second as-
pect is the secure dialer. Only the administrator invoke
the security manager. The role of the security manager
is to manage the policy for accessing the phone set-
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ting related to sending/receiving SMSs and calls. This
is done via white-lists associated with each user. Each
user has a list of permitted numbers that can be called
or messaged. Similarly there is a list of permitted num-
bers from whom calls or messages can be received. The
administrator can create or delete an account, change
the password of all users. The administrator can also
add or delete numbers from a user’s white-list. The se-
cure dialer is a simple application which allows the user
to call or send message to any number. If a number
is not on the white-list the operation terminates ab-
normally. Similarly, if an incoming call is not on the
white-list the call is not completed.

In this article we focus mainly on the security man-
ager but also the service aspects of the secure dialer. A
key observation is that almost all misuse of the dialer
requires some tampering with the information man-
aged by the security manager.

The implementation has databases (based on SQL-
Lite provided by Android) to store the policy for the
users, the white-lists for each user and the common in-
formation. The implementation also has various files
for authentication of the administrator and users. Like
all Android applications the system has the manifest
file while describes the resources used.

The assurance process we will use is:

e Use the design to understand the system and as-
surance process

e Identify the key functionality and the resources
necessary in the implementation

e Identify the attack surface based on the above step
(but we do not attach any numeric measure to
this)

e Using the published guidelines map attacks to the
identified surface

e Validate (via testing, verification or code-
inspection) to determine if the system is resilient
to the attacks.

3.1. Architecture

The architecture of the application is shown in Fig-
ure [l This architecture has been derived from the
source code of the system. It shows some of the
high level operations and the resources that they
are likely to use. In this design the main resources
are databases and files. The key database items per
user are whitelist.db, ssd.db and userpolicy.db.
There is another file called admin.dat where the user
name passwords are stored. There is also the stan-
dard AndroidManifest.xml where the resources used

by the application are specified. In the assurance pro-
cess we divide the functionality into those that can be
used in an attack.

We consider the following behaviours that are po-
tentially unsafe. These have been identified via traces
that can access the resources.

e Any user can attempt to register or login as ad-
ministrator (Login).

e Only an authenticated administrator can create
or delete an account (Create/Delete).

e The administrator can change a user’s password
(Change Password)

e Only an authenticated administrator can change
the policy setting of any user (Change Policy)

e Only an authenticated administrator can launch
the secure dialer via the security manager.

Many of these occur when the credentials associated
with the administrator have been compromised. There
are also other ways of updating information (e.g., via
SQL injection attacks) that are considered.

We use the taxonomy of threats in the Android
framework [II] to identify the unsafe behaviours. As
[I1] recommends, application certification is an ideal
countermeasure against malicious applications. Specif-
ically, the abuse of costly services can occur when such
a service is added to whitelist.db without proper
authentication. Similarly, the blocking of communica-
tion can occur when a legitimate user is removed from
whitelist.db. Based on the above behaviour we iden-
tify the relevant Java classes that could be used in the
attack. A summary of the functionality, its implemen-
tation and the resources used is presented in Table

3.2. Modeling

The first step we undertake is to model the Android
framework where the main purpose is to understand
the validation processes that might be necessary. Here
we use ideas from model-based testing techniques [17]
and vulnerability testing using models [I0]. The speci-
fication has three components, the generic install pro-
cess the generic execution model and the behavioural
aspects of our system. The install process was not di-
rectly relevant as we do not have different applications
with the same signature. In Android an application can
use another application’s resource if the two applica-
tions have the same signature.

We use reachability analyses and model-checking to
either verify the required properties or generate poten-
tial test sequences. We expressed our model using SAL



| Functionality Class(es) Resource
Login SecurityMan.java
Login.java admin.dat
Create/Delete UserPolicy.java userpolicy.db
SecuritySharedData.java ssd.db
Change Password PasswordEditor.java ssd.db
admin.dat
Change Policy ManagePolicy.java whitelist.db
SecuritySharedData.java ssd.db

Table 1. Mapping of Functionality to Resources
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Figure 1. Architecture of System

[3] which allowed us to use sal-atg to automatically
generate test sequences.

The formal model has characteristics to the Coq
model related to Android [I5] [16] but we did not con-
duct any formal proofs on our model. As our model
was fairly abstract, the test sequences generated are
not directly applicable at the system level. The adap-
tor necessary to facilitate this was too complex. Thus
model-based testing did not seem to be directly usable

here.

However the reachability analyses were useful in
identifying behaviours (paths in the specification) that
can access a resource. This helped in the identification
of the attack surface which is describe in Section 3.3l



3.3. Attack Surface and Vulnerabilities

In this section we describe the mapping of the be-
haviours to the Java classes and hence the resources.
We also link this to the various published security
guidelines. This then describes the attack surface we
have identified. This can be done in two ways. The first
is to identify the functionality and assign all the guide-
lines that are applicable. However, this resulted in nu-
merous items being assigned to the functionality. The
second approach is to identify a guideline and list all
the functionalities against it. As we are using the guide-
lines to identify the top few vulnerabilities we adopt the
second approach. A subset of our attack surface map
is presented in Table

However items such as CWE-805 are not directly
applicable as CWE also specifies that Java application
platforms do not have buffer overflows. This is because
in the Android case the Dalvik VM handles memory
management for the developer. Thus we can remove
certain vulnerabilities from our initial list.

There are also other general coding guidelines that
apply to the entire code and not just the high level
functions. Some of these are shown in Table [3

The resources were then classified into the following
to assist in the validation process.

e Databases: where the attacker changes the infor-
mation to either mount a denial of service at-
tack (e.g., remove numbers from the white-lists)
or abuse costly services (e.g., add numbers to the
white-lists).

e Other file access: in this case the file admin.dat

e Cryptography: the algorithms used in the code.

e Interaction between systems: this is Android spe-
cific where the file AndroidManifest.xml is used

e Other programming related issues.

3.4. Validation of Potential Attack

The next step in the assurance process is to check if
the application is actually vulnerable to any of the po-
tential attacks identified earlier. We use code inspec-
tion, static analysis and testing to determine if the
system is vulnerable. Each technique is suitable for
checking a class of potential vulnerabilities. We present
a subset of our validation steps and findings in Ta-
bles [@ [5] and [] This is based on commercial assur-
ance reports [2]. While the summary descriptions are
self-explanatory we explain some of the details.

Initial code inspection was used to determine the
actual code fragment that corresponds to the creden-
tials. The code inspection revealed that only the pass-

word was encrypted. In order to test this we used the
Android Dalvik Debug Monitor Server. This is part of
the Eclipse plugin and enables the tester to check the
files that are actually on the device. This feature was
combined with a unit test written in Robotium (http:
//code.google.com/p/robotium/). The unit test reg-
istered a new administrator with username abc and
password def. After that the file admin.dat was pulled
from the device. Here it was discovered that the value
abc was not encrypted. This vulnerability also lead us
to check (although not shown in this paper) if the sys-
tem was susceptible to a brute-force attack (CAPEC-
112). That is, using the plain text name of the user the
attacker can try various passwords. However the ap-
plication locked out the user after three consecutive
unsuccessful login attempts. This was achieved via a
black-box test sequence.

It took us about 200 person hours to conduct the full
assurance process. Of this about 100 hours was spent
in understanding the details of the various guidelines.
In all around 30 guidelines were used in the assurance
process. For each guideline, on an average about three
functionalities had to be examined. For each of these
examinations an average of three validation activities
were required. Thus in total 270 separate validation ac-
tivities were conducted to assure the security manager
of the secure dialer system. A similar number of vali-
dation activities will be required for the behaviours of
the user using the dialer.

4. Conclusion

In this paper we have presented a case study of a se-
curity assurance process for an application for the An-
droid platform. This assurance process does not exam-
ine the vulnerabilities in the Android’s security enforce-
ment environment. We have adapted a standard pro-
cess to fit our example. The key finding is that the pro-
cess supports the use of well established guidelines and
vulnerability databases in the assurance process. That
is, our works demonstrates the adoption of open guide-
lines in a systematic assurance process The usefulness
of a variety of validation techniques (formal models,
test sequence generation, static analysis, code inspec-
tion and testing) is also demonstrated. We have also
used a variety of tools/frameworks (Robotium, Find-
Bugs) in this process. For certain tasks where we had
to rely on manual inspection it might been able to en-
code the coding guidelines into the development envi-
ronment. An important observation is that not all vul-
nerabilities listed in the repositories are directly rele-
vant. We need to filter out (e.g., in this case CWE-805)
those that are not relevant.
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’ Guideline \

Brief Description \

Functionality

Cert Java Guideline ENVO3-J

CWE-805 Buffer Overflow All functions
Cert Java Guideline IDS00-J Validate Input All functions
CWE-311 Missing Encryption of data Create User
Change Password
Change Policy
CWE-732 Permissions of resources Change Password

Cert Java Guideline MSC01-J Weak Cryto All functions
Cert Java Guideline EXP03-J Comparing Strings Login
CAPEC-112 Brute-Force Login

Table 2. Mapping of Functionality to guideline

’ Guideline \

Brief Description

CWE-129

Validation of Array Index

Cert Java Guideline EXPQO7-J

Short circuit of conditionals

Cert Java Guideline MET03-J

Methods that perform a security check must be declared private or final

Cert Java Guideline METO4-J

Use of overridable methods

Table 3. Guidelines relevant for Coding

This project was undertaken as, a generic process
and its were not clear at the onset of this work. We
agree with [I] that generic assurance processes are not
directly applicable in the security domain. We have pre-
sented a security specific assurance process which is
more specific. In our approach we not have used any
sophisticated techniques (e.g. flow analysis [9] or for-
mal specification and analysis for assurance of criti-
cal requirements [19]). The applicability of such tech-
niques is currently being studied. Another issue we wish
to study is to encode common attack patterns so that
test automation techniques (e.g., model-based testing)
can be used.
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Description
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Although the password is encrypted the username is not encrypted.

Mitigation

Encrypt the username also before storing information.

Re-run validation

The modified system passes the original test.
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Validation Technique | (g appropriate APL

Manual code inspection is sufficient as one only needs to check the calls made
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The National Institute of Standards and Technology (NIST) recommend
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Description

Be aware of issues related to short-circuit behaviour of the conditional opera-
tors.

Validation Technique

Static Analysis followed by code inspection The static analyser Find-
Bugs (http://findbugs.sourceforge.net/) indicates locations where this
might be an issue. The code inspection checks that the execution of the condi-
tionals has no side effect.

Result No such issues were found.
Mitigation No mitigation required.
METO03-J and MET04-J which related to Java code concerning method decla-
Description rations.

Validation Technique

Manual code inspection was used as there is easy technique to charac-
terise functions that deal with security. It is also possible to check for overrid-
able functions.

Result Negative as the developer had adhered to the guidelines.
Mitigation None required.
Table 5. Summary of Findings Related to Coding Standards
Description The permission on the file admin.dat should confirm to the guidelines.

Validation Technique

Code inspection to check file permissions.

Result

The file admin.dat had the permission MODE_WORLD_READABLE. Thus every ap-
plication can potentially access and read the file.

Mitigation

The Android Security Guidelines recommend using the MODE_PRIVATE permis-
sion, as no other application needs access to the admin.dat file.

Table 6. Summary of Findings Related to File Permissions
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