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Abstract
In asynchronous systems where processes are prone
to crash failures, we show that fair exchange is incomparable to distributed consensus. By incomparability we mean there exist failure detector classes
that solve fair exchange and not distributed consensus, and vice versa. Remarkably, this is in contrast
to the folklore belief that solving fair exchange is
generally harder than solving distributed consensus.
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Introduction

Distributed consensus (DC) is an essential building
block for fault-tolerant distributed computing (e.g.
see [27]). Fair exchange (FE) is a fundamental problem in computer security, upon which various contract signing, certified email, and non-repudiation
protocols are built [5, 14, 1, 28]. There are remarkable similarities between these two problems, as observed by Tygar [38] and Pagnia and Gärtner [30].
The goal of this paper is to give a formal comparison between FE and DC in asynchronous multiparty
settings. A clear picture of this relation has two immediate benefits: (1) from a practical point of view,
this would help in translating efficient solutions of
one to the other, as much research has been done
independently on these two problems so far, and
(2) from a theoretical point of view, this can give
us a better understanding of the limits of solvability
of FE, as solvability for DC is to a great extent well
understood.
(Un)solvability criteria for DC, such as [18, 9, 8],
virtually define the boundaries of what is possible
in fault-tolerant distributed computing, and have
therefore been subject to intense research. Below,
we give a chronological overview on work dealing
with solvability of FE (in deterministic systems):
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In synchronous systems, Even and Yacobi [15]
(1980), and independently Rabin [34] (1981), informally argue that two processes cannot fairly exchange secrets, when one of them is prone to Byzantine failure. This negative result has been later
on formalized by DeMilo, Lynch and Merritt [12].
However, in fully connected network topologies, the
completeness theorems of Ben-Or, Goldwasser and
Wigderson [4] (independently derived in [10]) show
that, in the presence of t Byzantine processes, any
secure n party computation, including FE and DC,
can be solved when t < n3 .
In asynchronous systems, Pagnia and Gärtner
show that when one process is prone to crash failure, DC between two processes is reducible to FE,
which entails that FE is harder than DC [30]. This,
along with the impossibility of DC in such settings [18], establish the unsolvability of FE. It is
worth noticing that the unsolvability result of [15]
(and [34, 12]) is based on the malicious act of withholding (parts of) information, whereas in [30], inability to decide termination in asynchronous systems when processes may crash is used to imply
unsolvability of FE. These, thus, establish their results based on orthogonal difficulties in solving FE,
and neither of them immediately follows from the
other.
A natural question at this point is: Can we conclude that FE is solvable only in the settings in
which DC is solvable? In other words, is solving FE
harder than solving DC? The answer turns out to
be negative, as we contend in this paper.
We show that the reduction of DC to FE in [30]
is bound to two processes, and does not hold in
general. We prove that in asynchronous systems
where participating processes are prone to crash
failures, while a majority of the processes are correct, FE is incomparable to DC. That is, there exist
failure detector classes that solve FE and not DC,
and vice versa. This is in contrast to the folklore
belief that solving FE is harder than solving DC

(e.g. see [30, 16]). To prove this result, we build
upon Guerraoui’s work on incomparability of nonblocking atomic commit (NBAC) to DC [25]. As
a side note, we describe why in the special case
of only two participating processes, FE is indeed
harder than DC, hence coming to terms with the
previous result of Pagnia and Gärtner [30]. We use
an LTL [33] formalization to define the DC, NBAC
and FE problems. This removes doubts about what
textual requirements for FE, often found in the literature, might mean. The LTL formulas are interpreted in the well-accepted finite state machine
model, widely used in the distributed computing
literature (e.g. [9]). This neatly places the FE
security problem into a framework often used to
reason about distributed computing. Other approaches to formal definition of the FE requirements, such as game theory, have been investigated
in [32, 30, 31, 6, 22].
Our incomparability result is stated in asynchronous models, where processes may crash. The
choice of this model has certain implications: (1)
It follows that in more sophisticated models where
faulty processes are allowed to misbehave beyond
benign crashes (such as crash-recovery, or Byzantine failure models), FE and DC remain incomparable. Therefore, our result draws an incomparability
line in stronger failure models as well. (2) In practical terms, crash failures are usually considered to
be simplistic for design and analysis of security protocols. Although this weakens the relevance of our
result to some practical scenarios, we point out that
recent advances in trusted computing devices, and
their use in security protocols, allow for more restricted hostile environment models. In particular,
in section 4, we discuss how our model is related
to the existing literature on practical realizations
of FE using guardians and TrustedPals.
Road map
We start with introducing the notions and notations used in the paper in section 2.
In section 3 we present our incomparability result.
Section 4 discusses related work, while section 5
concludes the paper.

The system model We consider n processes,
Ω = {p1 , · · · , pn }, sitting on the nodes of a fully
connected communication graph. No bound is assumed on their clock drifts, or the time needed
to complete a local instruction. The bidirectional
channels that connect these processes are asynchronous, i.e. they guarantee to eventually deliver
sent messages, but no time bounds or specific ordering is enforced. The processes are prone to crash
failures, i.e. a failed process ceases to act from the
point of crash onwards. A process that does not
crash is correct.
We assume a discrete global clock, which is not
accessible to the participating processes. The range
of the clock, denoted Φ, is the set of natural numbers.
A failure pattern is a non-decreasing function
F : Φ → 2Ω , where F (t) contains the set of crashed
processes at time t. An environment E is a set of
failure patterns. Although processes do not have
direct access to F , each process has a local failure detector module which gives hints about the
processes that are suspected of crash. Failure detector modules can in general make mistakes. A
failure detector is intuitively such a distributed
oracle. A failure detector history is a function
H : Ω × Φ → 2Ω . Intuitively, H(p, t) characterizes
the output of the failure detector module hosted in
process p, at time t. A failure detector class D is a
function that maps any failure pattern to a set of
failure detector histories.
An algorithm assigns a finite state machine to
each p ∈ Ω. At time t ∈ Φ, three tasks are
performed atomically: (1) p picks a message nondeterministically from the set of buffered incoming
messages, or receives the null message λ, (2) p gets
the value of H(p, t) from its local failure detector
module, (3) p performs a computation based on
the values from (1) and (2) and its current state,
selects a next state, and sends out a message (possibly none) to another process q ∈ Ω.
A configuration is a pair (P, M ), where P is the
Cartesian product of the states of elements of Ω,
and M is a multiset of messages, containing the
messages buffered for delivery. The initial configuration is (P0 , ∅), where P0 is the Cartesian product
2 Preliminaries
of the initial states of the elements of Ω. A transiWe consider the asynchronous message passing tion is a triple θ = (pi , m, d), where pi is the process
model of [18], plus the failure detector abstraction that takes the transition, m is the message that pi
of [9]. A brief description of this model follows.
receives, and d is the value that pi reads off its local
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failure detector module. Clearly, θ is applicable to
(P, M ) only if m ∈ M ∪ {λ}. The unique configuration resulted is denoted θ((P, M )).
The Kripke structure resulting from the asynchronous interleaving of the transitions of processes
in Ω, is a triple (C, ĉ0 , R), where C is a countable
set of configurations, ĉ0 = (P0 , ∅), and R ⊆ C × C
is defined as: (c, c′ ) ∈ R iff c′ = θ(c), for an applicable θ. c ∈ C is reachable iff (ĉ0 , c) ∈ R∗ , the reflexive transitive closure of R. We only consider reachable configurations. A trace in K = (C, ĉ0 , R) is an
infinite sequence of configurations γ = c0 , c1 , . . .,
such that ∀i ≥ 0. (ci , ci+1 ) ∈ R. We say γ is rooted
iff c0 = ĉ0 . When T = t0 , t1 , . . . is an increasing sequence of natural numbers and γ is rooted,
σ = (γ, T ) is an execution in K. For σ = (γ, T ), we
abuse the notation and write F (σ) = ∪t∈T F (t).

Problem definitions We now specify the requirements of the DC, NBAC and FE problems using
LTL formulas. As a syntactic shorthand, we use
quantifiers inside the formulas. Since Ω is finite,
existential (∃) and universal (∀) quantifiers over elements of Ω can be rewritten into a finite number of
disjunctions and conjunctions, respectively. Therefore, these formulas remain inside LTL.
Definition 1 (DC) Consider a set of items V =
{0, 1}. Each process p ∈ Ω starts with a pair
(xp , yp ), where xp ∈ V is its input item, and
yp ∈ V ∪ {b} is a write-once buffer containing the
process’s output item. We assume ∀p ∈ Ω. yp = b
at the initial state. An algorithm is said to solve DC
using a failure detector class D for environment E,
iff, for any crash failure pattern F ∈ E and any
H ∈ D(F ), every rooted execution σ = (γ, T ) in
the Kripke structure resulting from the algorithm
satisfies the following properties:

The LTL logic We use a subset of LTL [33] for
describing properties of Kripke structures. For a
finite set of atomic propositions AP,

• Termination: ∀p 6∈ F (σ). 3(yp 6= b).

• If a ∈ AP , then a is an LTL formula.
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• Agreement: ∀p, q 6∈ F (σ). 2((yp 6= b ∧ yq 6=
b) ⇒ yp = yq ).

• If φ and φ are LTL formulas, then so are ¬φ,
φ ∨ φ′ and 3φ.
′

• Validity: ∀p 6∈ F (σ). 2(yp = b ∨ (∃q ∈ Ω. yp =
xq )). 2

As shorthands, we write φ ∧ φ′ for ¬(¬φ ∨ ¬φ′ ), and
2φ for ¬3(¬φ).
Given a Kripke structure K = (C, ĉ0 , R), a labeling function [·] : C → 2AP assigns propositions
to the configurations. Intuitively, for a configuration c, the set [c] is the set of atomic propositions (elements of AP) true at c. For example,
(yp 6= yq ) ∈ [c] iff the value of yp is different from yq
at configuration c. Other propositions are likewise
interpreted in the natural way.
Kripke structures are models of LTL formulas.
We say K satisfies formula φ iff for all rooted traces
γ in K, γ |= φ. For γ being a trace in K, and
φ an LTL formula, the relation γ |= φ is defined
below. We let γ = c0 , · · · , cn , cn+1 , . . ., and write
γ n = cn , cn+1 , . . ..

Definition 2 (NBAC) Consider a set of items
V = {0, 1}. Each process p ∈ Ω starts with a
pair (xp , yp ), where xp ∈ V is its input item (also
called vote), and yp ∈ V ∪{b} is a write-once buffer
containing the process’s output item. We assume
∀p ∈ Ω. yp = b at the initial state. An algorithm is
said to solve NBAC using a failure detector class D
for environment E, iff, for any crash failure pattern
F ∈ E and any H ∈ D(F ), every rooted execution
σ = (γ, T ) in the Kripke structure resulting from
the algorithm satisfies the following properties:
• Termination: ∀p 6∈ F (σ). 3(yp 6= b).
• Agreement: ∀p, q 6∈ F (σ). 2((yp 6= b ∧ yq 6=
b) ⇒ yp = yq ).

• γ |= a, with a ∈ AP , iff a ∈ [c0 ].

• A-validity: (∃q ∈ Ω. xq = 0) ⇒ ∀p 6∈
F (σ). 2(yp 6= b ⇒ yp = 0).

• γ |= ¬φ, iff ¬(γ |= φ).
• γ |= φ ∨ φ′ , iff γ |= φ or γ |= φ′ .

1 At configuration c, y 6= b holds (i.e. (y 6= b) ∈ [c]) iff
p
p
process p has assigned a value to its local yp that is different
from b, and similarly for other propositions.
2 This variant of the validity condition is sometimes called
uniform validity [9].

• γ |= 3(φ), iff ∃n ≥ 0. γ n |= φ.
Intuitively, 3 expresses eventual reachability, while
2 is used for invariants.
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• C-validity: (F (σ) = ∅ ∧ ∀q ∈ Ω. xq = 1) ⇒
∀p ∈ Ω. 2(yp 6= b ⇒ yp = 1).

• Effectiveness: F (σ) = ∅ ⇒ ∀p ∈ Ω. 2(yp 6=
b ⇒ yp = xp−1 ).

Intuitively, in NBAC processes aim for output 1.
Each process has however a right to veto the outcome, by voting 0. We note that when every process votes 1, and then one crashes, A-validity and
C-validity enforce no particular outcome for the
NBAC problem. Thus, in such cases, both 0 and
1 are legitimate outcomes.
Now, we turn to the requirements of FE. Fair exchange aims at exchanging items in a fair manner.
Informally, fair means that either all the participants receive a desired item in exchange for their
own, or none of them does so. In the literature,
there are various definitions for multiparty FE, depending on which topology is chosen, whether one
unit or more are exchanged, etc., see [21, 29].
Below, we focus on ring exchange patterns [21],
where processes are sitting in a ring and each process p receives its desired item from its predecessor
and sends its item to its successor. The underlying communication network is nonetheless a fully
connected graph. Since any permutation can be
decomposed into disjoint cycles [21], this pattern
can capture any exchange situation in which each
process has one unit of item to offer and expects
one unit of item in exchange.
The ‘+’ and ‘-’ operators on indexes of Ω are
calculated modulo n, the size of Ω. We confine
the items exchanged to single bits. Our results can
naturally be extended to the case in which arbitrary
strings of bits are subject to exchange.

• Fairness: ∀p 6∈ F (σ). 2((yp+1 = xp ∧ yp 6=
b) ⇒ yp = xp−1 ).
• Consistency: ∀p, q 6∈ F (σ). 2((yp = ⊥ ∧ yq 6=
b) ⇒ yq = ⊥).

Intuitively, ⊥ is the mark of unsuccessful exchanges. The soundness requirement enforces that
all unsuccessful correct processes assign ⊥ to their
output buffer. Since we are in the crash failure
model, when p receives an item from p − 1, it can
be sure that the received item is indeed xp−1 . In
the presence of Byzantine failures, in order to recognize the right item, p is usually assumed to have a
description of xp−1 , which characterizes xp−1 “with
enough precision” [1].
Timeliness forces termination of non-faulty processes. Effectiveness is a sanity check, ensuring that
if every process is correct, the exchanges are indeed
successful. A weaker variant of effectiveness is used
in [7], where if F (σ) = ∅, then only one (as opposed to all) execution of the algorithm is required
to satisfy ∀p ∈ Ω. 2(yp 6= b ⇒ yp = xp−1 ). Fairness states that if a non-faulty process reveals its
item to its successor, it will certainly receive the
item of its predecessor. The consistency condition
guarantees that either all the non-faulty processes
terminate successfully, or none of them do so. In
some applications, the consistency requirement is
deemed unnecessary for FE, e.g. fair certified email
protocols typically allow some of the correct processes being excluded from the exchange, while the
Definition 3 (FE) Consider a set of items V = rest exchange their items, cf. [23]. However, some
{0, 1}. Each process p ∈ Ω starts with a pair protocols, such as fair contract signing protocols,
(xp , yp ), where xp ∈ V is its input item, and explicitly rely on consistency, cf. [24].
yp ∈ V ∪{b, ⊥} is a write-once buffer containing the
Note that if a crash occurs (i.e. F (σ) 6= ∅), the
process’s output item. We assume ∀p ∈ Ω. yp = b FE requirements do not enforce the exchange to be
at the initial state. An algorithm is said to solve FE unsuccessful (or to be successful). This is because
using a failure detector class D for environment E, crashes may occur after faulty processes have sent
iff, for any crash failure pattern F ∈ E and any out their items to the corresponding processes, thus
H ∈ D(F ), every rooted execution σ = (γ, T ) in potentially allowing correct process to terminate
the Kripke structure resulting from the algorithm successfully.
satisfies the following properties:
Remark 1 If a process p crashes after it has completed
its role in an execution σ, i.e. it has assigned
• Soundness: ∀p 6∈ F (σ). 2(yp 6= b ⇒ (yp =
a
value
to yp , formally we have p ∈ F (σ). It is how⊥ ∨ yp = xp−1 )).
ever unreasonable to allow the behavior of p after
• Timeliness: ∀p 6∈ F (σ). 3(yp 6= b).
it has left the protocol to affect the algorithm (and
4

the requirements of the problem). Therefore for any
execution σ, if p assigns a value to yp at time t and
p 6∈ F (t), we assume p 6∈ F (σ).

failure detectors. The stillborn detectors (B), originally introduced in [25], behave as perfect detectors P if no process initially crashes, i.e. F (0) = ∅.
However, if F (0) 6= ∅, then every failure detector
module at every correct process permanently “suspects” its own host process. More precisely, we
have ∀t.∀p 6∈ F (t). H(p, t) = {p}. This is a way to
inform the correct processes that some other process has initially crashed.
From a practical point of view, as noted in [25], B
and P effectively require the same underlying synchronization mechanism. However, B is formally
weaker than P, and can serve as a technical means
to differentiate between synchrony requirements of
FE and DC, as shown below.

Solvability and comparability We say that a
failure detector class D solves problem B in environment E, iff there exists an algorithm using D
and its execution in E results in a Kripke structure that satisfies B’s specification. A problem
B1 is harder than problem B2 for E, denoted by
E ⊢ B2 → B1 , iff any failure detector class D
that solves B1 in E, also solves B2 in E. 3 When
¬(E ⊢ B1 → B2 ) and ¬(E ⊢ B2 → B1 ), we say
B1 and B2 are E-incomparable. Problems B1 and
B2 are incomparable if they are E-incomparable for
some environment E. When E ⊢ B1 → B2 and
E ⊢ B2 → B1 , B1 and B2 are E-equivalent.
A failure detector class D1 is said to be weaker
than failure detector class D2 in environment E,
denoted E ⊢ D1  D2 , iff there exists a distributed
algorithm that, given the information provided by
D2 , can emulate D1 in E.

3

FE and DC are incomparable

We show that DC and FE are incomparable in asynchronous environments, where a majority of processes are correct (that is, |F (σ)| < n2 for each execution σ), while at least two processes can crash.
Below, the symbol E is fixed to refer to such an
4
Failure detector classes 3S, P and B Of par- environment.
ticular interest in this paper are the eventually
strong failure detector class 3S, the perfect failure Theorem 1 FE is incomparable to DC.
detector class P and the stillborn failure detector
Proof. To prove this theorem, it is shown that DC
class B. The brief description below is mainly borand FE are E-incomparable. We follow the proof
rowed from [37]. For extensive discussions we refer
technique of [25]. The proof consists of two parts:
to [9, 37, 25].
A failure detector class D is strongly complete
1. To establish ¬(E ⊢ FE → DC), it is enough to
if every crashed process is eventually suspected by
prove that the failure detector class 3S does
(failure detector modules at) every correct process,
not solve FE in E, as lemma 1 below shows. It
that is for each execution σ = (γ, T ), we have
is a well-known result that 3S does solve DC
∃t.∀t′ ≥ t.∀p ∈ F (σ), q 6∈ F (σ). p ∈ H(q, t′ ).
in E, see [9].
The class D is strongly accurate if no process is
2. To establish ¬(E ⊢ DC → FE), we make use
ever suspected if it has not crashed. More preof the stillborn failure detector B. Lemma 2
cisely, if for each execution σ = (γ, T ), we have
below proves that B does solve FE. As shown
∀t.∀p, q 6∈ F (t). p 6∈ H(q, t). The class D is eventuin [25] (lemma 3.4), ¬(E ⊢ 3S  B). Since
ally weakly accurate if there exist a time and a cor3S is the weakest failure detector that solves
rect process that is not suspected after that time.
DC [8], i.e. 3S can be emulated by any failure
More precisely, if for each execution σ = (γ, T ), we
detector that solves DC, hence B does not solve
have ∃t.∃p 6∈ F (σ).∀t′ ≥ t.∀q 6∈ F (σ). p 6∈ H(q, t′ ).
DC in E.
Eventually strong detectors (3S) are the class
of strongly complete and eventually weakly accurate failure detectors. Perfect detectors (P) are This completes the proof. 2
4 The condition that at least two processes can crash in E
the class of strongly complete and strongly accurate
3 To

is required to ensure the validity of ¬(E ⊢ 3S  B), needed
in the proof of theorem 1.

be precise, harder here stands for at least as hard as.
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• (termination) The termination of this algorithm relies on the timeliness property of FE.
Note that the only possible blocking point in
the code is the call to FE; the rest of the code is
executed purely locally. However, from timeliness of FE (see definition 3) we know that
∀p 6∈ F (σ). 3(op 6= b), i.e. in each FE call, any
correct process p eventually assigns a value to
op .

Lemma 1 FE is not solvable using 3S in E.
Proof. We prove this lemma by showing that E ⊢
NBAC → FE. As NBAC cannot be solved in E using
3S (see [25], lemma 3.1), it follows that FE can also
not be solved using 3S in E.
Algorithm 1 (specified for process p, which as input receives (xp , yp ), where xp is the initial vote of
the process) solves NBAC, given that a black-box
procedure to solve FE is available to the processes.
Translating this pseudo-code to a finite state machine (cf. section 2) is straightforward. The proposed construct asserts E ⊢ NBAC → FE.

• (agreement) Let σ = (γ, T ) be an execution of
the algorithm. We distinguish two possibilities
for σ: (1) F (σ) = ∅, (2) F (σ) 6= ∅. In case
(1), due to effectiveness of FE, all the processes
assign yp := Πq∈Ω xq , thus yp = yq for any two
processes p and q for which yp 6= b and yq 6= b.
Agreement is therefore satisfied in this case.

Algorithm 1 E ⊢ NBAC → FE
1: let ip := xp ;
2: for cntr p := 1 to n − 1 do
3:
let op := b;
4:
FE(ip , op );
5:
if op = ⊥ then
6:
let yp := 0;
7:
quit;
8:
else if op 6= ⊥ then
9:
let ip := ip × op ;
10:
end if
11: end for
12: let yp := ip ;
13: quit;

In case (2), let us assume the first crash happens at time t. We distinguish three cases for
t: (a) t is before the last (i.e. the n − 1th ) call
to FE occurs, (b) t is placed in the time interval in which the last call to FE has started, but
has not finishes yet, (c) the last call to FE has
completed before t.
In case (a), observe that all correct processes
will assign yp := 0. This is because of fairness
and consistency of FE that any p 6∈ F (σ) will
receive op = ⊥ in its next FE call, which is definitely forthcoming. In case (b), both outcomes
op = ⊥ and op 6= ⊥ are possible. However,
the outcome would in any event be consistent,
due to consistency of FE. Therefore, in both
these situations, yp = yq for any two processes
p, q 6∈ F (σ) for which yp 6= b and yq 6= b. In
case (c), all the correct processes will assign
yp := Πq∈Ω xq , hence meeting agreement. This
is due to effectiveness of FE that any process
receives op 6= ⊥. We remark that a crash after
the last call to FE is not observed by the FE
procedure (cf. remark 1). Agreement is thus
satisfied in case (2) as well.

Intuitive description of algorithm 1: We think
of the processes who want to perform NBAC as being placed on a ring (conforming to the ring exchange pattern of the FE procedure available to the
processes). The algorithm consists of n − 1 rounds,
where n = |Ω|. In each round, each process receives
the vote of its predecessor, and sends its vote to its
successor, both using the FE procedure available to
it. Each process updates its vote to the product of
its vote and the value it receives from its predecessor (here, we could in effect use the min function
instead of product).
If no failure occurs, after n − 1 rounds, the initial vote of each process is propagated through the
entire ring. Finally, for each p, yp is assigned with
Πq∈Ω xq = xp1 × · · · × xpn . If ∀q ∈ Ω. xq = 1, then
each yp is assigned with 1. However, if there exists
a process whose initial vote is 0, then Πq∈Ω = 0,
resulting in yp = 0 for all p ∈ Ω.
Correctness of algorithm 1:

• (A-validity) Consider an execution in which
no process crashes and a correct process votes
0. Then, due to effectiveness of FE, clearly
Πq∈Ω xq = 0, hence follows 2(yp 6= b ⇒ yp =
0) for any p. This proves A-validity. For the
case (at least) a process crashes, we reuse the
proof of the agreement property above. We
note that for correct processes two outcomes
6

are possible: (1) all the correct processes as- Algorithm 2 E ⊢ FE → NBAC
sign yp := 0, thus meeting A-validity, or (2)
1: send→p+1 (xp );
all the correct processes assign yp := Πq∈Ω xq .
2: let wp := 1; let vp := λ;
In the latter case, if there is a process q with
3: repeat
xq = 0, then clearly yp is assigned with 0 for all
4:
recv←p−1 (vp );
correct p, thus satisfying A-validity. If there
5:
if vp = λ then
is no process who has voted 0 initially, then
6:
let ip := 0;
the antecedent of the A-validity condition (i.e.
7:
else
∃q ∈ Ω. xq = 0) is false. A-validity holds for
8:
let ip := 1;
such an execution automatically.
9:
end if
10:
if local time out is reached then
• (C-validity) To check C-validity we only need 11:
let wp := 0;
to consider executions in which F (σ) = ∅ ∧ 12:
end if
∀q ∈ Ω. xq = 1. Observe that if no process 13: until w = 0 ∨ i = 1
p
p
crashes and ∀q ∈ Ω. xq = 1, then Πq∈Ω xq = 1 14: let z := b;
p
due to effectiveness of FE, thus 2(yp 6= b ⇒ 15: NBAC(i , z );
p p
yp = 1) for any p. The C-validity condition 16: if z = 1 then
p
follows from this.
17:
let yp := vp ;
18:
else
This completes the proof of the correctness of algo19:
let yp := ⊥; % in case zp = 0
rithm 1. 2
20:
end
if
Below, we use send→p (m) and recv←p (v) actions
21:
quit;
to indicate sending message m to process p and
receiving a message from process p and assigning
the local variable v with the received content, respectively. Since there is a designated communication channel between every two processes (recall
that the communication graphs are fully connected,
section 2), no confusion may arise regarding the
source or destination of the messages exchanged using these actions.

process p does not receive its desired item within
a certain time interval, locally specified by p itself,
it will time out and stop waiting, reflected in the
code by letting wp := 0 (over asynchronous channels, messages may be delivered with an arbitrary
finite delay). Any correct process, therefore, will
eventually exit its repeat loop.
The call to the NBAC procedure, available to the
processes, is meant to ensure that if a correct process p has not received xp−1 , then every correct
process q will respect fairness and consistency, and
set yq := ⊥.
Notice that it cannot occur that a correct process
p assigns λ to yp . This is because if “let yp := vp ;”
(line 17 of the code) is executed by p, then p must
have set ip := 1, due to A-validity of NBAC. This,
in turn, implies vp 6= λ.
If no failure or time-out occurs, eventually all the
items reach their destinations, and only then does
the call to NBAC return zp := 1 for all p ∈ Ω. This
lets all the participants assign the received items to
their output buffers, and quit.
Correctness of algorithm 2: Below, we argue
for the correctness criteria from the view point of a
correct process, called p. The arguments can natu-

Lemma 2 FE is solvable using B in E.
Proof. We prove this lemma by showing that E ⊢
FE → NBAC. 5 As NBAC can be solved in E using
B (see [35], and lemma 3.3 in [25]), it follows that
FE can also be solved in E using B.
To solve FE, algorithm 2 is executed by each process p ∈ Ω. Note that this algorithm assumes access
to a black-box procedure for solving NBAC. Translating this pseudo-code to a finite state machine (cf.
section 2) is straightforward.
Intuitive description of algorithm 2: Any correct process sends its item to its successor, and
waits to receive the item of its predecessor. If a
5 A reduction of FE to the biased consensus problem is
given in [2], for synchronous systems. We note that this
reduction cannot be used here, because of asynchrony in
our model. In particular, recv actions may see only empty
messages for an arbitrary, but finite, number of times.
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(1) (yp 6= b) ∈ [c]: This is the case in which p
has assigned some value to yp . According to
soundness (see above), we have (yp = ⊥) ∈ [c]
or (yp = xp−1 ) ∈ [c]. The latter situation
would immediately imply fairness. However,
the situation (yp = ⊥) ∈ [c] can only happen
if (zp = 0) ∈ [c]. According to agreement of
NBAC, this implies (zp+1 = 0) ∈ [c]. Consulting algorithm 2, this shows that process p + 1
should have assigned yp+1 := ⊥, contradicting
the assumption that yp+1 = xp . Hence, the
situation (yp = ⊥) ∈ [c] cannot happen.

rally be used for other correct processes as well.
• (soundness) Since yp is assigned only with either of ⊥ or vp , which contains xp−1 , the
soundness requirement of FE is met. We emphasize that in the crash failure model, the
value sent by p − 1 to p, if it ever arrives, is
xp−1 . This is simply because a faulty process
in this model, by definition, does not tamper
with data.
• (timeliness) Timeliness for p hinges on the termination condition for NBAC. Note that except for the NBAC call, all the actions (including setting a definite time out) performed by
p are local. From definition 2, we know that
3(zp 6= b), i.e. p will eventually receive a value
for zp . Process p would then assign the proper
value to yp , and quit the exchange. Therefore, γ |= 3(yp 6= b) in all σ = (γ, T ), where
p 6∈ F (σ) (recall that F (σ) ∈ E).

(2) (yp = b) ∈ [c]: This is the case p has not
yet assigned any value to yp . We split this
into two cases: (a) p has received xp−1 , (b) p
has not received xp−1 . Note that since p + 1
has yp+1 = xp , NBAC(ip , zp ) should have returned zp = 1 (a result of the agreement property of NBAC). Now, in case (a), p can (and
according to timeliness will eventually do) assign yp := vp , where vp = xp−1 . This shows
that γ |= 2(yp 6= b ⇒ yp = xp−1 ), hence attaining fairness. In case (b), since p has not
received xp−1 , clearly p has set ip := 0 in its
call to NBAC. Since p + 1 6∈ F (σ), according
to A-validity of NBAC, γ |= 2(zp+1 6= b ⇒
zp+1 = 0). This contradicts (yp+1 = xp ) ∈ [c],
as zp+1 = 0 enforces yp+1 = ⊥ in algorithm 2.

• (effectiveness) We only need to consider executions σ for which F (σ) = ∅. When no process
crashes and messages are delivered in a timely
manner 6 , there is a point in time at which all
the correct processes have received their desired items. Then, any such correct process p
calls the NBAC procedure by letting ip := 1.
Therefore, we have ∀q ∈ Ω. iq = 1. This, and
F (σ) = ∅, according to C-validity of NBAC,
guarantee zp 6= b ⇒ zp = 1, for all p ∈ Ω.
Since yp will be assigned with vp in this case,
we have ∀p ∈ Ω. 2(yp 6= b ⇒ yp = xp−1 ).

This shows that the algorithm achieves fairness.
• (consistency) To check consistency, we confine
to executions σ = (γ, T ) in which p, q 6∈ F (σ),
and yp 6= b, yq 6= b. Towards a contradiction,
assume there is a configuration c on γ, in which
(yp = ⊥) ∈ [c] and (yq 6= ⊥) ∈ [c]. According
to soundness, (yq = xq−1 ) ∈ [c]. Therefore, q
should have received zq = 1 in its NBAC call.
The agreement property of NBAC, nevertheless, states that zp = 1 as well. Now, we distinguish two cases: (1) If (ip = 0) ∈ [c], then
the A-validity condition of NBAC has been violated by returning zp = 1, thus reaching a contradiction. (2) If (ip = 1) ∈ [c], then p must
have received xp−1 . From the argument above,
we know (zp = 1) ∈ [c]. Therefore, p would,
according to algorithm 2, set yp := xp−1 in this
situation, contradicting the assumption that
(yp = ⊥) ∈ [c]. This shows no such configuration c can belong to γ.

• (fairness) To check fairness for process p, we
need to consider only executions σ = (γ, T ) in
which p 6∈ F (σ). Now consider any configuration c on γ such that (yp+1 = xp ) ∈ [c] (i.e.
process p + 1 has assigned xp to yp+1 in configuration c). According to remark 1 we get
p + 1 6∈ F (σ). Two cases are then possible:
6 Although needed in this step of our proof, we note that
effectiveness in definition 3 places no conditions on processes
not timing out, or messages being delivered timely. In general, if processes want to abandon the exchange, e.g. by early
time-outs, no protocol can achieve its goals. This is indeed
reflected in the definition of effectiveness given by Asokan
(see page 9 in [1]). We feel putting the timeout condition
in the formal definition of FE would, however, unnecessarily clutter the presentation, and make the definition rather
low-level.
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This completes the proof of the correctness of algo- they all had proposed 1, and so forth). An interrithm 2. 2
esting special case is when only two processes are
engaged in the protocol, while one process is prone
Remark 2 Suppose some process q crashes in al- to crash: The aforementioned difficulty in DC does
gorithm 2, while all other processes are correct. If not arise, as the correct process can simply output
q crashes after sending its item to q + 1, the item its own input value. This is exactly why the remay arrive at q + 1 in time. We note that even if duction given in [30] works for two processes (and
everything goes well with all the other processes in not more), when one process is prone to the crash
this scenario (i.e. they all vote 1 by letting ip := 1), failure.
the outcome of the NBAC call is not guaranteed to
The fair exchange problem in the security literabe 1 nor 0, because q has crashed, no correct process ture is usually studied in the Dolev-Yao hostile enhas voted 0, while q could have voted 0 or 1. This vironment model [13]. In this model, the attacker is
may (wrongly) seem to violate effectiveness of FE, a (cryptographically bounded) Byzantine process,
since despite all the correct processes receiving their sitting in the center of a star-like network. All the
desired items, the exchange may still terminate un- correct processes therefore communicate via the atsuccessfully (in case NBAC returns zq+1 = 0). We tacker. The network connectivity 7 in such graphs
remark that because F (σ) 6= ∅ in this scenario, the is therefore 1. This implies DC and FE are not solveffectiveness condition does not enforce a successful able in such environment, as the attacker can simexchange.
ply drop all the transmitted messages, preventing
termination, cf. [36]. 8
The following corollary is straightforward, hence
A conventional way to circumvent this difficulty
we omit the proof.
in deterministic systems 9 is to assume trusted parties which are connected to other processes via reCorollary 1 FE and NBAC are E-equivalent.
silient channels. A resilient channel guarantees
The connection between FE and NBAC has been to eventually deliver all the messages submitted
noticed in previous studies, such as [38] and [26]. through it. Note that adding resilient channels to
These however rely only upon informal arguments. the system weakens the Dolev-Yao model, in the
sense that the attacker node cannot indefinitely delay (or completely suppress) certain messages. For
more on this approach see, e.g., [1].
4 Related work
Another way to weaken the Dolev-Yao intruder is
Below, we discuss how our incomparability result via introducing trusted computing devices at each
relates to the existing literature on FE and DC.
user node, in contrast to a central trustee. These
The incomparability of FE to DC (theorem 1) devices can then be used to perform distributed
may wrongly seem to contradict the result of [30], tasks, such as DC or FE. Although these trusted
where it is shown that in any asynchronous system devices are operated by non-trusted malicious enof two processes, while one process is prone to crash tities, it is assumed that they can establish secure
failure, FE is harder than DC (that is DC → FE). channels between themselves, e.g. using encryption.
The fact that theorem 1 assumes a majority of cor- In case the trusted devices are stateful, once the atrect processes should clarify this discrepancy from tacker drops a message destined to one of them, the
a technical point of view.
device will behave as if it has crashed (i.e. does not
To give an intuitive reason for this distinction, receive or send any message or do any internal comlet us proceed with considering a scenario in which
7 A network has connectivity c iff at least c nodes need to
one process crashes, and then all the correct probe removed to disconnect the network.
cesses, using failure detectors, learn that this pro8 To solve DC in synchronous systems in presence of f
cess has crashed. In FE, these correct processes can Byzantine processes, the network connectivity needs to be
2f + 1, e.g. see [17].
all safely return ⊥ and quit the exchange, while in at least
9 Probabilistic protocols were indeed among the first soDC, they still need to reach a consensus on what lutions
proposed for the FE problem, e.g. see [5, 14]. These
value they would return (they cannot all return 0, are however beyond the scope of this paper; the reader is
because it would violate the validity condition if instead referred to [20] for a comprehensive survey.
9

putation, unless that particular message arrives).
The model used in this paper potentially represents
such environments. Practical implementations of
such distributed systems have recently attracted
much interest; for instance see the literature on
using guardians [3, 2] and TrustedPals [19, 11] to
realize FE.

5

Concluding remarks

In this paper, we establish that solving the fair exchange problem is in general not harder than reaching consensus in a distributed system. The model
used for proving this result consists of processes
connected via asynchronous reliable channels, while
processes are assumed to be prone to crash failures. As a side result, it is also shown that in
this model, fair exchange is equivalent to the nonblocking atomic commit problem, i.e. a failure detector class solves fair exchange in this model iff it
also solves non-blocking atomic commit.
As future research, it must be interesting to explore the practical implications of our incomparability result for solving FE. A related uninvestigated question pertains to the existence of models
in which fair exchange can be differentiated from
non-blocking atomic commit.
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